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In her opening remarks, Ms Bellamy, the President of the Centre for 

Information Policy Leadership at Hunton & Williams, UK, reflected 

on the events of the past year that have made data privacy a main-

stream topic in boardrooms, the media, and politics across the world. 

She referred to the Cambridge Analytica revelations as a ‘Snowden 

moment’ for data protection, bringing increased attention and scru-

tiny. Trust, which erodes quickly, but takes a long time to recover. Los-

ing trust means losing opportunities to engage with consumers and 

regulators. Conversely, strong data privacy builds trust and can be a 

business driver. 

Ms Bellamy further emphasized the importance of enabling respon-

sible use and sharing of data, since countries who are open to global 

data flows experience an uplift to their GDP. Governments need to 

strike a balance between enabling global data flows and protecting 

the rights of data subjects. Discussions are taking place in Canada, Bra-

zil, Singapore, Hong Kong and India. Ms Bellamy closed her remarks 

on a positive note, arguing that Europe has a lot to offer these other 

countries in shaping their approach. Ideally, the outcome will be inter-

operability between data protection regimes internationally, based on 

shared common values. 

Opening remarks from EUROFORUM and the conference chair

Bojana Bellamy, 
President, Centre for Information Policy Leadership,  
Hunton & Williams, UK
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WATCH THE VIDEO INTERVIEW NOW!

Ms Jourová, the European Commissioner for Justice, Consumers and 

Gender Equality, provided a keynote speech focussing on transpar-

ency and empowerment. She emphasized that the GDPR empowers 

individuals and prevents data subjects from becoming data objects. 

The Cambridge Analytica events illustrate the importance of regula-

tion that enables citizens to understand what is happening to their 

data and hands them the powers to protect themselves. We should be 

vigilant of political campaigns that use non-transparent micro-target-

ing based on sensitive personal data.

However, the GDPR will not magically protect everyone. It requires 

active cooperation from companies, enforcement by regulators, and 

action by data subjects. DPAs will also play a crucial role through their 

advice and consultation functions, for which they need sufficient 

resources. She warned that in some countries, these resources are 

not yet fully in place. In addition, business will need to translate the 

complicated language of the GDPR into simple and accessible expla-

nations, so that consumers can understand their rights, including 

through awareness campaigns and privacy policies.

Ms Jourová also covered international data transfers. As a fundamental 

right, the protection of personal data travels with the data. When such 

data is transferred to a third country, the GDPR’s protections need to 

remain in place. Finally, Ms Jourová expressed a keen interest in under-

standing the GDPR’s impact on innovation in the EU. Her office will 

interview companies about their experiences of implementing GDPR, 

so as to closely monitor any effects on innovation.

Keynote speech

Vera Jourová,
European Commissioner for Justice, Consumers  
and Gender Equality, European Commission

https://www.youtube.com/watch?v=kkgSncDkFY8
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WATCH THE VIDEO INTERVIEW NOW!

Ms Dixon, the Data Protection Commissioner for Ireland, reflected 

on the changes the GDPR will bring. She emphasized that the GDPR 

requires a game-changing transformation from DPAs, who will need 

to focus on their cooperation with and responsibilities towards other 

DPAs. Ms Dixon likened the situation to independent, “single” DPAs 

who now needed to mature and enter into binding “marriages” with 

other DPAs. Ms Dixon recognized that there had been criticism that the 

one-stop-shop provisions may lead to some DPAs having more power 

than others. However, the solution is for DPAs to communicate and 

cooperate for the greater good of data subjects. 

Ms Dixon further covered the steps the Irish DPC has taken to prepare 

itself for GDPR. It has dedicated considerable resources to increasing 

GDPR awareness in Ireland. Further, it has expanded its staff from c. 

26 to over 100 employees and is still growing. It will require staff with 

specialist expertise in a range of areas, including technical, legal, and 

investigatory skills. In sum, while much work remains to be done in the 

coming years to improve legal certainty and ensure effective protec-

tion for consumers, the DPC stands ready to undertake the required 

action.

Irish DPC final reflections: The new data protection era dawns

Helen Dixon,
Data Protection Commissioner,
Ireland

https://www.youtube.com/watch?v=FoMa0PmPulM
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WATCH THE VIDEO INTERVIEW NOW!

Professor Dr Caspar, the Data Protection Officer for the Federal State 

of Hamburg, argued that the law enforcement architecture is the most 

innovative aspect of the GDPR. He identified three particularly innova-

tive elements. First, the territorial scope is vastly expanded. Second, 

the one-stop-shop mechanism gives controllers a degree of choice 

as to their main lead authority. Third, the European Data Protection 

Board will function as a completely independent body and provide a 

clearing house for all disputes between DPAs.

He emphasized the importance of the EPDB, which can object to cer-

tain decisions by national DPAs and take positions on matters of gen-

eral applicability across the EU. This will provide a guarantee against 

forum shopping and prevent individual DPAs from negotiating with 

companies behind closed doors and striking deals that affect citizens’ 

rights across the EU. This will improve the consistency and legitimacy 

of decisions, as well provide legal certainty. 

The new law enforcement infrastructure of the GDPR

Prof. Dr Johannes Caspar, 
Data Protection Officer
Federal State Hamburg, Germany

https://www.youtube.com/watch?v=pFH0ttw7GBg
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WATCH THE VIDEO INTERVIEW NOW!

Mr Fleischer, Global Privacy Counsel at Google, Inc., France, provided 

an overview of the innovative work Google has taken in preparation 

for the GDPR. He used statistics to illustrated the scale of Google’s 

commitment, which included over 500 human-years of readiness work 

and the mapping of 110bn datastores. This work aimed not just to 

bring Google into compliance, but also to help its business partners 

achieve compliance.

Google approached its privacy policy update as the launch of a new 

product and focussed on making its policies clearer and more acces-

sible to consumers. To this end, its user-interface experts tested dif-

ferent models and integrated user controls directly into the policy. In 

addition, Google has focussed on its ecosystem: ensuring that its busi-

ness partners, including SMEs, can comply with GDPR. For example, 

Google is building tools to make it simpler for its business partners to 

obtain consent from their users.

Innovation in compliance with GDPR

Peter Fleischer,
Global Privacy Counsel
Google, Inc., France

https://www.youtube.com/watch?v=eCc2Ww7HwCw
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In this first panel discussion of Day 1, participants addressed the 

opportunities and challenges of GDPR compliance. 

Ms Strickland: Privacy is an evolving field and the GDPR presents a 

great opportunity for companies to reflect on their stewardship of 

customer data. Banks are a highly regulated sector and are used to 

striving for ‘evergreen compliance’ by ensuring ongoing accountabil-

ity. IoT developments may make surveillance more pervasive, shaping 

how our children think about privacy and raising complicated issues 

around ethical data collection and processing.

Mr Fleischer: The GDPR adds momentum and focus to the ongoing 

discussion around data ethics. The big picture is not about legal com-

pliance in the strict sense, but about gaining consumer trust in digital 

services, including voice-activated digital assistants. 

Acting as Chair, Ms Bellamy raised the issue of ‘reticence risk’ – the risk 

of companies not engaging in worthwhile activities because of a fear 

of breaching GDPR. 

Prof. Dr Caspar: The role of the DPA in consulting and advising com-

panies and directing them towards best practices is important in min-

imizing such risk, so that companies do not fear violating the GDPR 

when they launch new services. 

Ms Dixon: Although punitive fines are an important of the regulator’s 

toolkit, companies that can demonstrate good faith efforts to comply 

with GDPR can present this is a mitigating factor. 

Prof. Dr Johannes Caspar
Helen Dixon
Peter Fleischer
Zoe Strickland, Managing Director, Global Chief Privacy Officer,  
JPMorgan Chase & Co.

DISCUSSION:   GDPR, COMPLIANCE AND CURRENT DEVELOPMENTS IN DATA  
PROTECTION – CHANCES AND CHALLENGES
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Giovanni Buttarelli, the European Data Protection Supervisor, dis-

cussed the expected impact of GDPR. He emphasized that GDPR and 

e-Privacy are essential parts of a comprehensive regulatory framework 

for data protection and the privacy of communications. 

He described three groups of data controllers, based on their 

responses to GDPR coming into force. First, there are companies who 

are adjusting well to the changing rules, confident that they will com-

ply with the GDPR, just as they did with the DPD. Second, there are 

firms who are rushing to implement compliance measures and asking 

consumers for renewed consent before 25 May 2018. These companies 

may be primarily looking to protect themselves, not the data of their 

customers. Third, there are companies who are so concerned about 

GDPR requirements, they will leave the EU market. These are generally 

companies that offered free services with questionable data manage-

ment practices. 

The EU is trying to steer all controllers away from harmful data prac-

tices. The resulting competitive advantage based on treating consum-

ers with respect will be a key business driver going forward.

Keynote 

Giovanni Buttarelli,
European Data Protection Supervisor (EDPS)
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WATCH THE VIDEO INTERVIEW NOW!

Elizabeth Denham, the UK Information Commissioner, addressed a 

number of topics relating to data protection in the UK. First, she dis-

cussed the ongoing investigations the UK DPA is undertaking into the 

use of data in modern political campaigns. The Cambridge Analytica 

events are only one strand in a broader investigation that aims to 

describe the realities and risks of data-driven political campaigning. 

She promised a thorough and independent investigation with public 

findings. 

Ms Denham further discussed the enhanced powers a DPA will need 

to operate effectively under the GDPR, including the power to request 

information from individuals, as well as to request urgent compliance 

with information notices, and to access data held in the cloud. 

Finally, Ms Denham addressed Brexit. The UK Government has stated 

it considers data protection fundamental and views it as a priority for 

the Brexit negotiations. The ICO is preparing to ensure that UK citizens’ 

rights will be respected in the post-Brexit environment. International 

interoperability and high standards are important, so the public can 

be confident their data will continue to be protected.

A new regulatory chapter for (UK) data protection – what to expect from  
a regulator with an international outlook

Elizabeth Denham,
Information Commissioner,  
UK

https://www.youtube.com/watch?v=oLTDmD0l8mo
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Florence Raynal, the Deputy Director and Head of the Department of 

European and International Affairs at CNIL, described the GDPR as a 

key building block of the EU’s strategy on digital matters, aimed at cre-

ating a unified data market. It is an opportunity to restore citizen and 

consumer trust in online business, which will prove a spur to digital 

markets. In addition, the GDPR’s extraterritorial application will create 

a level playing field between European and outside operators that tar-

get the European market.

Ms Raynal further emphasized the DPA’s role as a facilitator for public 

understanding and implementation of the GDPR. The CNIL has pub-

lished a series of practical tools and guidance to assist organisations, 

including a six-step guide to GDPR compliance, a guide to determin-

ing whether you qualify as a data controller or as a processor, a tool 

for DPIA, and a tool for companies to notify all relevant regulators on 

cyber-security incidents.

Keynote

Florence Raynal ,
Deputy Director, Head of the Department of European and International Affairs
CNIL, France



13

EDPD 2018 Day 1, 14 May 2018

Barbara Thiel, the Data Protection Officer for the Federal State of 

Niedersachsen, addressed a number of issues relating to the coming 

e-Privacy Regulation. She first explained that the GDPR and e-Privacy 

Regulation were intended to enter into force at the same time. How-

ever, unfortunately, the e-Privacy Directive remains subject to further 

negotiation. As a result, the older e-Privacy Directive will continue to 

be in force alongside the GDPR, although the two are poorly aligned, 

leading to legal uncertainty. 

Ms Thiel further highlighted the significance of the shift from a Direc-

tive to a Regulation for e-Privacy. Whereas the Directive required 

national implementation, the Regulation will be directly applicable. 

As a result, the Regulation should achieve a uniformly high level of 

protection across the EU in respect of online communications.

Ms Thiel also addressed a number of substantive issues under the 

new e-Privacy Regulation, including its application to modern, over-

the-top communications services such as messenger services and vi- 

deo-communications. She also discussed issues relating to cookies and 

browser-fingerprinting. While there is no blanket ban on user-track-

ing, any such tracking must take place only with user knowledge and 

appropriate safeguards in place.

Keynote

Barbara Thiel,
Data Protection Officer
Federal State Niedersachsen, Germany
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WATCH THE VIDEO INTERVIEW NOW!

Mr Stephen Deadman, the Global Deputy Chief Privacy Officer for 

Facebook, discussed Facebook’s GDPR preparations. He stated that the 

Cambridge Analytica events have rocked Facebook to its core. Mark 

Zuckerberg has recognized that Facebook should have done more to 

manage its users’ data. The company has lost a lot of trust from users. 

Going forward, Facebook will focus on GDPR compliance as a way to 

regain the trust of consumers.

The GDPR preparation is the biggest cross-organizational transforma-

tion project Facebook has undertaken. Facebook is intent on meeting 

not just the letter, but the spirit of the law, by focussing on transpar-

ency and user control. To this end, its designer and user interface 

experts have increased the transparency of how Facebook collects and 

processes data to monetize its platform. They have also built tools for 

users to control their data, including to take their data with them if 

they choose to leave the platform. 

Mr Deadman further announced that he will take up the position of 

Data Protection Officer for Facebook and will leave his current posi-

tion as Deputy Chief Privacy Officer. He highlighted three areas of data 

leadership: spreading good design practices; supporting start-ups 

with innovative business models that empower consumers; and using 

data for social good, such as helping inform humanitarian aid.

GDPR, 25th May 2018: The end of the beginning

Stephen Deadman,
Global Deputy Chief Privacy Officer
Facebook

https://www.youtube.com/watch?v=d0B_2f89rBg
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Hugh Stevenson, the Deputy Director, Office of International Affairs of 

the FTC, provided an update on American data privacy developments. 

He described the FTC’s recent enforcement activities, including settle-

ments with an IoT provider of toys that collected data on children; with 

Paypal regarding its Venmo app; and with Uber regarding employee 

monitoring and cloud storage. 

Mr Stevenson further discussed the Privacy Shield, noting that the 

FTC brought its first enforcement cases in 2017 and will continue to 

update its administrative arrangements, following the first review of 

the Privacy Shield. The annual review allows the regime to adapt and 

resolve issues so as to provide adequate protection for the data of EU 

consumers.

Mr Stevenson further stressed that regulating effectively in the mod-

ern world requires sound understanding of the underlying technology 

and noted in this respect that the FTC had developed its internal tech-

nology competences. Finally, he emphasized that the FTC will watch 

GDPR implementation with interest. This includes questions such as 

how the concept of public interest will be interpreted, how the legiti-

mate interests of companies will be understood, and how the balanc-

ing of interests will take place.

Data Privacy developments: An American Perspective

Hugh Stevenson,
Deputy Director, Office of International Affairs
U.S. Federal Trade Commission, USA
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James Sullivan, the Deputy Assistant Secretary for Services of the 

International Trade Administration, U.S. Department of Commerce, 

spoke about the Privacy Shield and cross-border data transfers. He 

started by emphasizing the importance of international commercial 

data flows to transatlantic economic ties. He then set out the US legal 

framework for privacy and data protection, noting that while there is 

no single omnibus legislation, there are various sectoral frameworks, 

including for health, credit, and information relation to children. In 

addition, the FTC has broad authority to protect consumers from fraud 

and deception. He described the US and the EU as taking different 

paths towards the same goal.

Given the importance of data flows between the EU and the US, we 

need to bridge the gap between these two legal regimes, including 

through methods such as the Privacy Shield. The US is taking action 

to strengthen the programme, including to raising awareness of the 

programme’s requirements and monitoring the compliance of par-

ticipating companies. To this end, the DoC have established a new 

team dedicated to maintaining the Privacy Shield programme. Mr Sul-

livan further emphasized that the ombudsperson mechanism is fully 

operational.

Privacy Shield: Protecting Privacy and Enabling Cross-Border  
Data Transfers in a Global Economy

James Sullivan,
Deputy Assistant Secretary for Services
International Trade Administration
U.S. Department of Commerce, USA
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In this second panel discussion of Day 1, participants discussed interna-

tional data transfers. They first discussed EU-US transfers, before address-

ing developments in Asia and the effects of Brexit. Mr Sullivan: Interest in 

implementing a general data protection regime in the US usually increases 

in the aftermath of events such as Equifax and Cambridge Analytica. How-

ever, there are strong concerns around Government overreach, inconsist-

ency with other regulation, and chilling investment and innovation. In this 

respect, the US will be closely watching the effects of the GDPR in the EU. 

Mr Gencarelli: Regarding priorities for international data transfers, the 

Commission has deliberately focussed on expanding the use of existing 

tools and introducing new tools for transfers. This starts with adequacy 

decisions, which provide the most promising, long-lasting and stable 

arrangements for data transfers. A large number of countries are equipping 

themselves with new data protection laws with an independent supervi-

sor and a core set of enforceable rights. This increased convergence offers 

better opportunities for facilitating data flows. For example, the Com-

mission is working on adequacy decisions with Japan and South Korea. 

There are two new tools for transfer: certification and code of conduct. 

Further, the US Privacy Shield rules remain valid today, but this is an area 

that is subject to a high degree of public scrutiny, as well as legal challenge. 

We should therefore aim for a strong and solid solution for international 

data transfers.

Mr Tan: On top of our wish list is harmonisation in international standards. 

The more fragmentation in standards, the more difficult it is to comply.  

At present, we’re seeing a degree of convergence in global approaches,  

based on the same principles. In practice, Accenture will aim to  

meet the highest standard of data protection, so that we  can demon-

strate compliance with that. Mr Sullivan: The DoC is actively promot-

ing the APEC Cross-Border Privacy Rules System and has received 

inquiries from other third countries who are interested in joining. 

APEC CBPR provides a baseline of protection, which countries can 

then implement according to their own cultural and legal context. 

Mr Gencarelli: The conversation around CBPR shows that there is no 

one-size-fits-all solution, which is why the Commission’s focus is on pro-

viding a variety of means for international data transfers. The certification 

instrument presents a great opportunity to bridge the gaps between 

various regulatory frameworks and enable international data transfers. 

Ms Denham: At the point of exit, the UK will have exactly the same law 

as the EU and a strong and independent regulatory authority. There is a 

strong will on behalf of the UK Government to ensure that there is a simple 

way for data to continue to flow between the EU and the UK post-Brexit. 

Mr Gencarelli: The UK has decided to leave the EU and as a result it will 

become a third country under the GDPR. So it will need to use the avail-

able tools for international data transfers. There is an interest on both 

sides in having the most stable basis for transfer, which would mean an  

adequacy decision.

Elizabeth Denham
James Sullivan
Bruno Gencarelli, Head of Unit International Data Flows and Protection, European Commission
Eu Gene Tan, Legal Counsel Ethics & Compliance, Data Privacy, Accenture, Singapore

DISCUSSION:   PRIVACY CHALLENGES IN INTERNATIONAL DATA TRANSFERS
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Fenneke Buskermolen, Deputy Head of Unit Cybersecurity and Digital 

Privacy of the European Commission, provided an update on the e-Pri-

vacy Regulation. E-Privacy rules need to be updated to reflect tech-

nological and societal developments, as well as to ensure consistency 

with the GDPR.

Ms Buskermolen provided an overview of the ongoing discussions 

between the European Parliament, the Council, and the Commission. 

She highlighted the contentious areas that are subject to proposed 

amendments. In general, while there appears to be convergence 

around the proposed rules for content data and the protection of ter-

minal equipment, the processing of metadata, software settings, and 

cookie regulation remain contentious. For example, the three insti-

tutions take a different approach as to what the default settings on 

privacy should be for software. Further, the Council agrees with pub-

lishers that they can make access to content dependent on the accept-

ance of cookies, while the European Parliament does not support such 

conditional access ‘cookiewalls’. 

Update on the proposed ePrivacy Regulation

Fenneke Buskermolen,
Deputy Head of Unit Cybersecurity and Digital Privacy
European Commission
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Stefano Fratta, the Legal Director for Consumer, Fintech and Big Data 

at Telefónica CCDO Spain criticised the proposed e-Privacy Regulation. 

While protecting the confidentiality of the content of communications 

is important, the restrictions on processing metadata are unnecessary. 

There are no good reasons for considering telecoms metadata more 

sensitive and regulating it more stringently than other forms of per-

sonal data under the GDPR. 

To support his argument, Mr Fratta pointed to what he considered 

inconsistencies between e-Privacy’s strict rules for telecoms metadata 

and the more permissive regime of the GDPR. For example, why treat 

a semi-public group message in a WhatsApp group differently from an 

Instagram or Twitter update? Further, why is GPS location as tagged on 

Instagram or Facebook regulated under GDPR, but the cellular location 

data collected by telecoms operators under e-Privacy?

Mr Fratta submitted that telecoms providers should instead be permit-

ted to process metadata in order to offer new services to their custom-

ers. The proposed approach of recognising certain exceptions to the 

requirement of consent does not provide a good basis for innovation, 

since the list of exceptions cannot encompass all future services. 

GDPR versus ePrivacy: Where is the right balance?

Stefano Fratta,
Legal Director for Consumer, Fintech and Big Data
Telefónica CCDO, Spain
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In this third panel discussion on Day 1, the participants discussed the 

necessity of a separate e-Privacy Regulation.

Ms Buskermolen: I disagree with Mr Fratta’s criticism. First, the GDPR 

is limited to natural persons, while the e-Privacy Directive also pro-

vides protection for the communications of legal persons. Further, 

there is a difference between GPS and telco location data, since the 

user can switch off GPS tracking, but must allow telco cellular loca- 

tion tracking to enjoy the telecoms service. Moreover, the GPS-based 

information accessed by apps are loose fragments, while the telco ser-

vice has ongoing access to location data.

Mr Martin: While BEUC supports consent as a key requirement for 

using consumers’ communications data, we are also concerned about 

the risk of consent fatigue. This problem stems not from the regula-

tion, but from the types of business models and practices that compa-

nies have adopted online. Moreover, we are concerned that companies 

will be creative in how they interpret their legitimate interests, which 

could lead to practices which are undesirable to consumers. Finally, 

we do not foresee that the legislation will limit innovation. Instead, it 

will direct innovation to ensure that it happens in line with our shared 

values and legal rights.

Mr Debeuckelaere: I am not aware of any specific cases of a consumer 

actually successfully challenging a company’s decision that process-

ing was taking place based on legitimate interests. This is practically 

impossible. It looks good on paper but it is not practical for consumers 

to start court cases; they lack the time and other resources to do so. 

Mr Fratta: Legitimate interests is a very tough call to make for a com-

pany. You are effectively putting yourself in the line of fire and saying 

this is legitimate. By contrast, consent provides a much safer ground 

for processing. In any event, telecoms operators value their relation-

ships with their paying customers so much that it would not make 

business sense to process their data in ways which go against their 

customers’ preferences.

Fenneke Buskermolen
Stephen Deadman
Willem Debeuckelaere, President, Commission for the Protection of Privacy, Belgium
Stefano Fratta
David Martin, Senior Legal Officer, BEUC

DISCUSSION:   EPRIVACY - 2018 AND BEYOND
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WATCH THE VIDEO INTERVIEW NOW!

Willem Debeuckelaere, the President of the Commission for the Pro-

tection of Privacy, Belgium, discussed the difficulty of balancing data 

protection and data retention for security purposes, with reference to 

prevention and law enforcement. Mr Debeuckelaere noted that under 

EU data protection law, the mere collection and retention of data qual-

ifies as processing, even without actual human access or use. ECJ case 

law establishes that data retention must be limited to what is strictly 

necessary, it must be targeted and specified: to a particular time, geo-

graphical zone, and circle of persons. There can be no blanket data 

collection. However, this raises the difficulty of finding sufficiently 

selective data retention based on criteria such as persons, locations, 

or means of communications. 

Mr Debeuckelaere argued that finding the right combination of pri-

vacy and security is one of the most important challenges of our time. 

In view of ongoing digitization and globalization and the threat of 

global terrorism, new types of fact finding and law enforcement are 

required. Large scale information systems exists and can and will be 

used for fact finding, surveillance, and security purposes. We have to 

develop legal and technical safeguards and as DPA’s, provide assis-

tance to law enforcement authorities. If the law does not provide a 

balanced approach, there is a risk that governments will disregard the 

law, or simply suspend its protections in times of crisis.

Data protection towards security, prevention and law enforcement:  
Cut the Gordian Knot

Willem Debeuckelaere,
President, Commission for the Protection of Privacy, 
Belgium

https://www.youtube.com/watch?v=jFJQV6gAqTw
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Ilias Chantzos, Senior Director EMEA and APJ, Global CIP and Privacy 

Advisor Government Affairs, Symantec corporation, Belgium, dis-

cussed the practical aspects of cyber security  and breach notifications 

under the GDPR. According to Mr Chantzos, cyber-security attacks are 

a global problem and personal data is bought and sold on the black 

market. 

With respect to the GDPR’s requirements, Mr Chantzos emphasized the 

words ‘taking into account the state of the art’. There is a need to strike 

a balance between innovation and the degree of confidence that a 

technology is mature and robust enough to deliver on its promises.  

He further described the evolution of the threat landscape, including 

attacks from criminal actors, state and other political actors, and inter-

nal threats. 

Mr Chantzos described the obligations of data controllers and proces-

sors under GDPR as: Prevent – Detect – Log – Report – and Remedy. In 

this respect, he noted that companies will need to have enough tech-

nology in place to understand post-incident what has happened and 

how much data has been compromised. GDPR in this respect is not 

only, or even primarily, about technology. It is about training people 

and engaging the Board. Data protection officers need to identify their 

company’s skill and knowledge gaps; explain the resulting risks; and 

treat them as an opportunity to build the business case and drive the 

investment they need to ensure personal data is processed securely.

The Cybersecurity requirements  of GDPR- a regulatory 
and practical analysis of the requirements

Ilias Chantzos, LL.M.
Senior Director EMEA and APJ, Global CIP and Privacy Advisor Government Affairs, 
Symantec corporation, Belgium
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Ms Brill, Corporate Vice President and Deputy General Counsel of 

Microsoft, USA, discussed the connection between data protection 

and artificial intelligence. She highlighted four possible areas which 

the AI revolution can affect education, agriculture, transportation and 

healthcare. This will allow people to focus on work that is more strate-

gic, more creative and more valuable than before.  

Ms Brill accepted that, while AI has the potential to transform people’s 

lives for the better, it will be disruptive as well as transformational. 

Endowing machines with cognitive capabilities raises legitimate 

and difficult questions around privacy, bias, and the value of human 

labour. To resolve these challenges, Microsoft is taking a human-cen-

tred approach to AI and looking to design AI so as to amplify human 

ability. It has formulated a set of principles for Responsible AI to guide 

the thoughtful development of AI: (1) Fairness; (2) Reliability and 

safety; (3) Privacy and security; and (4) Inclusivity; based on two core 

values: (i) transparency and (ii) accountability. In terms of fairness, she 

highlighted the risk of bias from AI training. To counteract this, tech-

nologists will need to attract a diverse pool of AI talent and develop 

techniques to find biased systems.

Finally, in respect of the GDPR, Mr Brill noted that researching AI 

requires enormous pools of data, meaning the data minimisation 

requirement and purpose limitation can poses challenges for AI 

research. In this respect, innovative approaches such as de-identifi-

cation or differentiated privacy may enable AI models to process data 

without identifying individuals. 

Artificial Intelligence and data protection

Julie Brill,
Corporate Vice President and Deputy General Counsel, Microsoft,  
USA
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Professor Christopher Millard, Professor of Privacy and Information 

Law, Centre for Commercial Law Studies, Queen Mary University of 

London, UK, discussed issues arising under the GDPR for machine 

learning. First, he distinguished between general, all-purpose ‘artifi-

cial intelligence’ and today’s narrower machine learning for specific 

human analysis and decision-making processes is already existing. 

Machine Learning is about uncovering patterns in data and identify-

ing correlations to build mathematical models and make predictions 

for future data.

Under the GDPR, there are several issues that arise regarding machine 

learning. First, there is transparency and there are particular opacity 

challenges with machine learning. In some cases, the technology will 

operate as a “black box” that is inexplicable, even to experts. Indeed, 

this opacity may be intentional as the way in which the system ope-

rates may be a trade secret. Further, if a company is a using machine 

learning solution provided as a service by a third party, they may run 

into an ‘IP Wall’, with the machine learning software owner being 

unwell to provide detailed information about how their proprietary 

code works. 

The GDPR operates on the assumption that automated decision-ma-

king processes are risky and individuals need to be protected against 

unfair machines. Professor Millard accepted that there is a risk of unfair 

treatment arising from machine learning. In this respect, the ‘fairness’ 

of machine learning decisions will be based on the quality and quan-

tity of the training data, as well as its labelling. This might lead to ten-

sion within the GDPR, since data controllers are obliged to be as fair 

as possible, while using as little data as possible under data minimi-

zation. However, we mustn’t forget that humans are hardly objective 

decision-makers and will discriminate and/or be subject to subcon-

scious biases. Indeed, in some cases, taking a human of out the loop 

could lead to a fairer outcome!

Machine Learning with Personal Data under the GDPR

Professor Christopher Millard,
Professor of Privacy and Information Law, Centre for Commercial Law Studies, Queen 
Mary University of London, UK
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WATCH THE VIDEO INTERVIEW NOW!

Ian Evans, Managing Director, OneTrust EMEA, spoke about the nine 

Data subject rights under the GDPR and highlighted the operational 

requirements to handle data subject requests. These include: includ-

ing: receiving requests (how do data subjects make requests?); hand- 

ling requests (how does a data controller confirm identity of the 

data subject, to avoid identity theft); rejecting requests (what are 

the exceptions to granting data subject request); communicating 

responses: (how to securely transmit the data back); and documenting 

the outcome.

Mr Evans further highlighted issues around correcting or removing his-

torical data. In some cases, a data subject may request removal from a 

data controller who has an obligation or a right to retain that data. For 

example, a customer’s negative credit profile – can they remove delin-

quent payent information? In this example, financial services guide-

lines may mean a data controller has the obligation to retain that data. 

OneTrust offers GDPR Implementation Software that enables data 

controllers and processors to comply with GDPR data subject access 

requests, by operationalizing their obligations efficiently, including a 

subject access request portal and tools for DPIA

Subject Access Rights: GDPR Implementation Guide

Ian Evans, 
Managing Director, OneTrust EMEA

https://www.youtube.com/watch?v=o04lhjEExMM
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Jonathan Avila, Chief Privacy Officer, Wal-Mart Stores, Inc., USA, pro-

vided practical lessons regarding data breach notifications based on 

the US experience. He emphasized the importance of timely notifi-

cation. Delayed notification can lead to embarrassment and in some 

cases affected share prices of companies involved.

He compared the data breach notifications under the GDPR with those 

available under US law, noting that while US law focuses on the loss 

of confidentiality, the GDPR extends also to losses of availability or 

integrity of personal data. Further, the focus in US is on information 

that may lead to financial harm through identify theft, or may lead to 

personal embarrassment or invasion of privacy. 

In terms of practical lessons, Mr Avila advised companies to engage 

in planning and practice; akin to pen testing for tech measures, but 

then for organisational measures: do a crisis management exercise as 

a practice exercise with role play. Further, companies should conduct a 

post mortem analysis of actual incidents to support continuous learn-

ing. They should avoid offering false assurances (or raise false fears). 

Instead, be as transparent as possible to maintain credibility. Simply 

state that you are in the process of investigating instead of speculating. 

Data Breach Notification under the GDPR:  
Practical Lessons from the U.S. Experience

Jonathan Avila,
Chief Privacy Officer, Wal-Mart Stores, Inc., 
USA
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WATCH THE VIDEO INTERVIEW NOW!

Kon Leong, the CEO of ZL Technologies, USA, looked at the challenges 

of practically implementing the GDPR across all data types (e.g. struc-

tured/unstructured), data formats (email, files, instant messages, etc.) 

data locations (cloud/on premises) and data functions (e. g. Discovery, 

Compliance, Analytics). He advocated for unified data management 

solutions, instead of the current data silo-based approaches. 

The GDPR applies to all a company’s data, regardless of where or for 

what purpose the data is stored. Data silo’s make data management 

difficult because of the “sins of the silos”: duplicate copies; inconsis- 

tent search results; disjointed retention requirements; inconsistent 

views (no single version of the truth).  

This is an architectural problem that requires an architectural solu-

tions. The sins of the silo can be overcome by implementing a unified 

data management solution. In this respect, technical requirements of 

a unified solution include tagging, tracking and securing privacy-sen-

sitive data; applying access privileges, restrictions, and audit trails, 

and managing the lifecycle of data and deletion.

GDPR: Beyond the Talk, Let’s Get to Execution

Kon Leong,
CEO, ZL Technologies, 
USA

https://www.youtube.com/watch?v=MPemz7YfqKs
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WATCH THE VIDEO INTERVIEW NOW!

Katherine Tassi, the Deputy General Counsel of Snap Group Limited, 

USA, warned that although privacy is not dead, it may be broken. She 

illustrated this by pointing to the biggest data breaches of the 21st 

century, in which information about consumers was irretrievably lost 

in numerous cases. Data breach notification requirements will make 

the lack of cybersecurity much more transparent under the GDPR. As 

a result of data breaches, the sharing and selling of our data is effec-

tively beyond our control. To some extent, the GDPR is shutting the 

door to the stable after the horse has already bolted.

She argued that transparency requirements are the lifeblood of the 

GDPR: transparency allows all other elements of the GDPR to function. 

For example, without transparency, there can be no consent.  Only by 

going through the transparency exercise can a controller truly under-

stand how it uses the data it manages, so that it can map and reflect 

on the data processing that actually takes place within the company. 

However, there are serious transparency challenges with regard to 

young people. How do you explain practices like interest profiling 

based on inferences and combining that with other data such as 

device information, and packaging that as a data product to be sold 

to a third party? How do you communicate that effectively to a young 

person? If companies cannot explain themselves transparently, then 

they should not engage in that type of data collection and processing 

with regard to young data subjects.

Communicating data practices to children:  
How to achieve substantive protections through transparency

Katherine M. Tassi,
Deputy General Counsel, Snap Group Limited,  
USA

https://www.youtube.com/watch?v=fSRSiB-qiDU
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WATCH THE VIDEO INTERVIEW NOW!

Marc Placzek, Director Global Privacy, Data Protection Officer, PayPal 

(Europe) S.à r.l. et Cie, S.C. and Dr Anna Zeiter LL.M. (Stanford),Head of 

Data Protection EMEA, eBay International AG, Switzerland, discussed 

the new role of the DPO under the GDPR.  Anna noted that the posi-

tion of the DPO is defined by law and that they shall be involved in 

all issues which relate to data protection. For example, at eBay, any 

new contract or new product or functionality development, the DPO is 

involved. Spoke about arranging her team both by regional approach 

and a global team focussed on new legal developments and privacy 

operations.

Marc explained that at PayPal, Privacy legal and Privacy compliance 

are separate functions, so the Privacy compliance team can ask the 

legal team for advice and law interpretation. Since the DPO role is 

advisory, it is easier to maintain independence – they do not need to 

take decisions, but can advise and raise issues based on their good 

faith understanding of data protection requirements.

Anna responded that in contrast, at Ebay, the DPO is also the head 

of the Privacy legal team and wears two hats. Although this can be 

challenging, there are good ways to manage this. The DPO shall mon-

itor compliance and in eBay’s team, there are two employees tasked 

specifically with monitoring compliance and doing specific internal 

audits. In addition, the DPO shall be the contact point for supervisory 

authorities. For example, Anna will meet her DPA in Germany again 

soon to discuss eBay’s implementation of the GDPR. Both Anna and 

Marc recommended pro-active and cooperative engagement with 

regulators, since this can be a good critical challenge to the DPA and 

lead to novel solutions.

The new DPO role from a practical perspective

Marc Placzek, Director Global Privacy, Data Protection Officer, 
PayPal (Europe) S.à r.l. et Cie, S.C.A.
Dr Anna Zeiter LL.M. (Stanford),Head of Data Protection EMEA, eBay International AG, 
Switzerland

https://www.youtube.com/watch?v=yv_kY9xsMB4
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Eu Gene Tan, Legal Counsel Ethics & Compliance, Data Privacy, Accen-

ture, Singapore, introduced privacy trends in Asia Pacific. He noted 

that around half of the forty countries in Asia have a unified Data Pro-

tection or Privacy law. He provided updates on both the CBPR and the 

PRP. Gave updates on the CBPR and PRP. For example, Australia and 

Japan are considering joining the CBPR and PRP. 

He explained that the CPBR is focussed on data controllers, while 

the PRP is focussed on processors. Both are a voluntary, trust-based 

system. The elements are: self-assessment; compliance review by an 

accountability agent; and, once the organisation is certified, registra-

tion in a public register hosted by the APEC secretariat. Accountability 

agents and Regulators have the rights to enforce the rights under the 

CPBR and PRP. 

In addition, Mr Tan discussed data localisation trends in Asia, includ-

ing in China, India, and Indonesia. For example, China and Indonesia 

require the providers of essential or critical services to store personal 

data locally.

Privacy trends in Asia Pacific

Eu Gene Tan,
Legal Counsel Ethics & Compliance, Data Privacy, Accenture, 
Singapore
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Ms Dixon, Executive Director of the World Privacy Forum, USA, spoke 

about the risks of the use of medical and health data in large-scale sys-

tems. To illustrate this, she detailed the scale of India’s Aadhaar data 

ecosystems (its record of citizens). She warned that the larger scale a 

system becomes, the more likelihood of ‘black swans’ – rare but highly 

impactful events. Examples of black swans include denial of care in 

India, since health care was in certain cases made dependent on reg-

istration in Aadhaar. 

The scale and velocity of the health data ecosystem’s transformation 

have created unintended and unanticipated consequences. In many 

cases, technological and policy interventions have failed to take into 

account the complexity of the ecosystems they attempted to improve. 

Ms Dixon warned against silver bullet thinking: the idea that any single 

system, regulation, technology, or proposed solution that promises 

to resolve the problems in a large complex system. Instead, she rec-

ommended careful attention be paid to data ethics and in particular 

health ethics in interpreting legislation and guiding its development.

Health data protections and the new risk landscape

Pam Dixon,
Executive Director, World Privacy Forum,  
USA
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Ms Cabella, BM Corporation, Chief Privacy Officer, Italy, discussed the 

GDPR’s significant impact on organizations such as IBM and explained 

how IBM adopted the GDPR and the amount of work it had done in 

the process. IBM established a GDPR Programme Management Office 

which is organized in a multi-departmental way. For example, IBM Cli-

ent & Contract Management has made the client buying process GDPR 

ready.

Ms Cabella explained how organizations can use their GDPR prepara-

tions to advance their overall digital efforts. The preparations can lead 

to: a strong overall digital strategy and improved cross-organizational 

collaboration; better security through upgraded incident response; 

strong security and privacy and closer customer relationships as com-

petitive differentiators; and new avenues for data-led business models 

and new ways to operate with a streamlined approach to data man-

agement. In addition, Ms Cabella introduced the seven foundational 

principles of “Privacy by Design”: Proactive, not reactive, privacy as 

the default setting, privacy embedded into design, full functionality 

without trade-offs, End-to-end security, visibility and transparency, 

and respect for user privacy.

Cristina Cabella,
IBM Corporation, Chief Privacy Officer,
Italy

PARALLEL SESSIONS  STREAM 1   
GDPR: From Challenge to Transformation
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Uwe Fiedler, the Chief Privacy Officer of Parexel International, Ger-

many, provided an overview of the ISO privacy framework. Engineers 

and developers in the Information and Communication Technology 

industry quite often struggle to understand the legal concept behind 

Personally Identifiable Information (PII) and the relationship between 

controller, processor and data subjects. To improve the situation, the 

ISO (International Organization for Standardization) and the IEC (Inter-

national Electrotechnical Commission) established the Joint Technical 

Committee 1 (ISO/IEC JTC 1) with the Subcommittee 27, “IT Security 

Techniques“ and Working Group (WG) 5 “Identity Management and 

Privacy Technologies”. The mission of the WG 5 is the development 

and maintenance of standards and guidelines addressing security 

aspects of identity management, biometrics, and privacy. 

The terminology used should be general enough to allow the use in 

jurisdictions without data protection and privacy laws and also under 

requirements equal to the GDPR . PIAs in accordance with ISO/IEC 

29134 could be a good foundation for DPIAs under GDPR. Mr Fiedler 

identified as missing pieces for GDPR compliance: (1) Certifications 

under Article 42 for ISO/IEC Privacy Information Management Systems 

and (2) Code of Conducts under Article 40 that would for example out-

line the pseudonymizing of health data in accordance to ISO/IEC 25237 

and Article 40(2)(d) GDPR.

Could the ISO privacy standards help Data Protection Officers  
to better sell GDPR compliance tasks to Engineers?

Uwe W. Fiedler,
Chief Privacy Officer, Parexel International,  
Germany
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Dr Martin Braun, Partner, WilmerHale, Germany, discussed litigation 

under the GDPR. He opened his speech by introducing the data subject 

rights which may lead to litigation under the GDPR: the right to access, 

the right to rectification, the right to erasure, the right to restriction of 

processing, the right to data portability, and various articles contain-

ing the information obligations of the controller. 

He then discussed the different avenues for litigation under the GDPR. 

First, data subjects have a right to lodge a complaint with a Super-

visory Authority. Data subjects and companies have a right to an 

effective judicial remedy against a Supervisory Authority regarding 

a legally binding decision of the Supervising Authority concerning 

them. In addition, the data subject can seek a judicial remedy if the 

Supervising Authority does not handle their complaint or does not 

inform data subject within three months on the progress or outcome 

of complaint. 

Second, data subjects have the right to an effective judicial remedy 

against a controller or processor regarding infringements of their 

rights under the GDPR as a result of the processing of personal data 

in non-compliance with the GDPR. In the first case, the litigation shall 

proceed before the courts of the Member State where the Supervising 

Authority is established. In the second case, it shall proceed before 

the Courts of the Member State where the controller or processor has 

an establishment or where the data subject has his/her habitual resi-

dence. Data subjects have a right to compensation regarding damage 

suffered (material or non-material damage) as a result of an infringe-

ment of the GDPR. 

Preparing for litigation under the GDPR– the companies’ perspective

Dr Martin Braun,
Partner, WilmerHale,
Germany
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Ralph O’Brien, FIP, CIPM, CIPP/E, CIPT, CiSMP Principal Consultant of 

Europe TrustArc, noted how the GDPR had raised awareness of data 

protection, to where today it is a concept that everyone knows. While 

the GDPR goes into effect on 25 May 2018, Mr O’Brien encouraged 

companies to think long-term to resolve compliance issues under 

GDPR. Compliance in this area is an ongoing process to accommodate 

changes: in the future, the law will change (such as ePrivacy Regula-

tion), case law will evolve; and technology and business will change. 

Accountability processes are ongoing and need maintenance, privacy 

compliance of the company and partners will need monitoring and 

measuring and documents and records of evidence will need updates.

Mr. O’Brien further discussed the 2018 UK Data Protection Act that 

brings UK law in line with GDPR and will function to prepare the UK 

for a post Brexit Adequacy application. The law also sets up privacy 

regimes for Law Enforcement (under EU law enforcement directive) 

and Intelligence Services, as well as harmonizing other UK laws with 

GDPR (including FOI, PeCR).  

In addition, Mr. O’Brien discussed the coming 2018 ePrivacy Regula-

tion. He noted that the regulation will cover new players providing 

electronic communications services such as WhatsApp, Facebook 

Messenger, and Skype. It will also feature stronger rules and apply to 

communications content and metadata. Further, the draft Regulation 

should provide simpler rules on cookies: the cookie provision will be 

streamlined through browser settings to accept or refuse tracking 

cookies and other identifiers. Finally, the draft Regulation should pro-

vide more effective enforcement through data protection authorities, 

who are already in charge of the rules under the General Data Protec-

tion Regulation.

GDPR is here, what now for Processors and Controllers?

Ralph T O’Brien,
FIP, CIPM, CIPP/E, CIPT, CiSMP Principal Consultant, 
Europe TrustArc
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Simon Hania, Vice President Privacy & Security at TomTom, The Neth-

erlands, set out a practical approach for creating IoT services and apps 

that comply with e-Privacy Regulation. Many IoT devices will fall under 

the rules of the e-Privacy Regulation regarding cookies. In essence, 

this means a company will need to inform the user in advance and 

obtain their permission for any processing of data, either through the 

user requesting a service or otherwise providing consent. 

To obtain such permission, companies should focus on the user ben-

efit: what will the user gain by agreeing to processing? What’s in it 

for them? Instead of having a ‘data-harvesting’ mind-set, a company 

should define its services clearly and explain their advantages for the 

user. In addition, they should ‘right-size’ the amount and type of data 

they collect. 

By focussing on the user benefit, the DPO should also find it easier 

to find common ground with colleagues in marketing and engineer-

ing. Indeed, data protection should be part of product development. 

Product managers and developers should consider the required data 

processing permissions from the start and build them into the prod-

uct. For example, a company can offer a product with only limited pro-

cessing at first, use that to establish a trusted relationship with the 

customer, and then ask for further permissions for processing. In this 

manner, companies can take a truly integrated approach to responsi-

ble data management and privacy by design. 

Simon Hania,
Vice President Privacy & Security TomTom, 
The Netherlands

PARALLEL SESSIONS  STREAM 2   
IoT, apps, GDPR and now ePrivacy: What to do to get it right?
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Mr Suchomski, the Legal Counsel Data & IT Law for Zalando SE, Ger-

many, discussed how GDPR and PSD2 will apply to payment process-

ing. Payment processing will include processing personal data includ-

ing in relation to solvency scoring, AML, PEP list screening, credit or 

debit card processing, as well as fraud prevention and prosecution. 

Since both GDPR and PSD2 will apply, there is a risk of inconsistency. By 

way of example, Mr Suchomski noted that it is not immediately clear 

how the PSD2 requirement to prevent the risk of fraud to the maxi-

mum extent possible will fit with requirements on processing personal 

data under GDPR. Further, fraud will need to be interpreted consist-

ently across both GDPR and PSD2, as well as across different European 

jurisdictions. To clarify such issues, DPAs will need to cooperate with 

banking authorities.

Moreover, it is not clear which of the two instruments should prevail 

in case of any conflicts. Should the PSD2 prevail as lex specialist for 

payments, or GDPR as the lex posteriori? In future, payment proces-

sors may begin processing more sensitive data to provide two-factor 

authentication using face or fingerprint recognition. This illustrates 

the importance of providing legal certainty regarding the interplay 

between PSD2 and GDPR.

Data Protection in a Payment Environment

Bernd Suchomski LL.M.,
Legal Counsel Data & IT Law Zalando SE, 
Germany
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Dr Friedrich Popp, of Debevoise & Plimpton, Germany, discussed the 

regulation of data transfers. At the outset, he noted that what consti-

tutes a transfer is not defined in the GDPR. He argued that that once 

you make personal data available in a third country, you are engag-

ing in a data transfer regardless of where the data resides (i.e. server 

location).

Dr Popp then discussed the various requirements for international 

data transfers under Chapter V of the GDPR and the legal bases for 

data transfers. In essence, the data transfer must not undermine the 

GDPR level of protection. What is required is that the third country 

provides adequate protection, or that the transferor seek appropriate 

safeguards to compensate for the inadequate protection. 

In the absence of appropriate safeguards, the transferor can look to 

certain derogations for specific situations, based on a balancing of 

interests. Relying on a derogation requires solid arguments to be 

confident that the exception is applicable to the specific case.  Thus,  

Dr Popp advised that companies carefully consider whether they need 

to transfer data and establish a solid legal basis for doing so. 

EU-U.S. and other Third Country data transfers

Dr Friedrich Popp,
Debevoise & Plimpton,  
Germany
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Dr Claus-Dieter Ulmer, Global Data Privacy Officer for Telekom AG, Ger-

many, discussed his company’s decision to allow its employees to use 

WhatsApp for business communications (having sought and obtained 

approval from Facebook). In the old world, the DT Group carefully 

checked all tools that its employees used internally. However, today, 

everyone uses apps on their business smartphones. How to remedy 

this situation? Should we ignore the developments or try to legalize 

them?

Dr Ulmer argued that employees are generally capable of deciding 

for themselves whether or not to use WhatsApp. Thus, DT allowed 

employees to use WhatsApp, while providing them with guidelines 

for such use. The guidelines explain risks and set out a limited set of 

use cases in which WhatsApp was acceptable. Further, although DT 

considered WhatsApp’s end-to-end encryption solid, it has forbidden 

employees from sharing confidential information via WhatsApp.

The usage of free social network solutions in the company

Dr Claus-Dieter Ulmer,
Global Data Privacy Officer,
Telekom AG, Germany
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